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Which OSI layer best corresponds to the IPsec AH (Authentication Header) service?
(A) Data Link

(B) Network

(@) Transport

(D) Session
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In a properly configured VPN using IPsec tunnel mode, which part of the original
packet is hidden from intermediate routers?
(A) Original IP headers

(B) Encryption algorithm used
© Outer IP headers
(D) Destination port numbers
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Which characteristic distinguishes a smurf attack from a fraggle attack?
(A) Smurf uses UDP, fraggle uses ICMP

(B) Smurf uses ICMP, fraggle uses UDP

(@) Smurf uses forged ARP replies, fraggle uses DHCP

(D) Smurf targets routers, fraggle targets switches
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An inline IPS differs from a passive IDS because it:

(A) Detects anomalies only

(B) Operates out-of-band

© Can block or modify traffic in real-time
(D) Cannot inspect encrypted data
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Which of the following IPSec parameters directly prevents replay attacks?

(A) Security Parameter Index (SPI)
(B) Diffie-Hellman Group

()} Sequence Numbers

(D) Initialization Vector (IV)
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In WPA3, the Simultaneous Authentication of Equals (SAE) handshake resists offline
dictionary attacks because:

(A) It uses a password-authenticated key exchange with ephemeral values
(B) Passwords are hashed with SHA-512

(@)} All frames are encrypted before authentication

(D) It stores salts on the client device
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Which of the following best differentiates monolithic firmware from modular
firmware architectures?

(A) Monolithic firmware stores bootloader separately from kernel

(B) Monolithic firmware always runs on microcontrollers

(@)} Modular firmware cannot update components individually

(D) Modular firmware loads components dynamically while monolithic firmware

embeds all components in one image
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In UEFI Secure Boot, the “dbx” database stores:
(A) Hashes of allowed bootloaders

(B) Private keys for signing

© Certificates revoked or blacklisted

(D) Recovery images
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Which type of memory corruption vulnerability is most likely if a firmware’s DMA
controller is improperly programmed?

(A) Arbitrary physical memory overwrite
(B) Integer overflow
(@)} Use-after-free

(D) Stack pivot
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In a firmware update mechanism, which of the following most directly prevents a
supply-chain rollback attack?

(A) Encrypting the firmware with AES-256

(B) Storing the firmware on NAND flash

(@)} Signing firmware with the same private key

(D) Using a monotonic anti-rollback counter tied to secure storage
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During a secure firmware update, which mechanism primarily ensures that a
maliciously modified but correctly signed image is not accepted if it targets a different
hardware platform?

(A) Symmetric encryption of the firmware payload
(B) Hardware-bound public key verification

© Secure hashing of the firmware header

(D) Obfuscation of platform ID in the firmware
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A manufacturer decides to store the firmware encryption key on the device’s NAND
flash. Which additional mechanism is most critical to maintain security?

(A) Using Secure Enclave or TPM to seal the key
(B) Storing key in plaintext but obfuscated

(@)} Encrypting the key with the firmware image
(D) Relying on obscurity of key location
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An attacker crafts a malicious link to a search page. When a logged-in admin clicks
the link, a hidden request changes user roles. This is

(A) XSS
(B) SQL Injection
(@) CSRF

(D) Clickjacking
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In a multi-tenant app, a tenant admin can upload JavaScript files that will be served
under a shared CDN domain. What XSS class does this create for other tenants?

(A) Stored XSS

(B) Reflected XSS

© Self-XSS only

(D) Clickjacking
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In an API using JSON Web Tokens (JWTs), which configuration most undermines
integrity protection?

(A) Using HS256 with a sufficiently strong secret

(B) Rotating signing keys periodically

© Including minimal claims in the token

(D) Allowing algorithm switching from “RS256" to “none”
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Apple’s Secure Enclave is primarily designed to:

(A) Sandbox third-party apps

(B) Store and process sensitive data like biometric credentials securely
© Encrypt the entire file system

(D) Manage iCloud backups
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Which attack specifically targets insecure deep linking in mobile apps?
(A) Intent spoofing

(B) Phishing

© Tapjacking

(D) SQL injection
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AppArmor differs from SELinux primarily by:

(A) Not supporting confinement of network operations

(B) Enforcing policies at the kernel module level only

(@)} Using capabilities instead of policies

(D) Using file paths rather than labels for policy enforcement
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In RSA, what property of the public exponent e ensures efficient encryption but still
security if chosen properly?

(A) It is always prime and equal to 17

(B) It is typically small (like 65537) and coprime to ¢(n)
(@)} It equals the private exponent d

(D) It is a random 4096-bit integer
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AES uses which of the following structures internally to perform its transformations?

(A) Feistel network

(B) Linear feedback shift register

© Substitution—permutation network
(D) Merkle-Damgard construction
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Which property of a cryptographic hash function ensures that given a hash output,
it's infeasible to determine the original input?

(A) Preimage resistance
(B) Collision resistance
© Second preimage resistance

(D) Avalanche effect
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In enterprise key management, a “key escrow” mechanism is typically used to:

(A) Allow automatic rotation of keys

(B) Prevent key sharing between departments

(@)} Speed up encryption

(D) Allow authorized recovery of encrypted data under strict controls
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Which digital signature algorithm relies on the discrete logarithm problem?
(A) RSA (Rivest—-Shamir—Adleman)

(B) DSA (Digital Signature Algorithm)

(@) AES (Advanced Encryption Standard)

(D) MD5 (Message-Digest Algorithm 5)

MFas A, ts gexHifsue Hiw o1 IugRT P fore fpar S 21

(A) ¢ I IR WY1 HH B

(B) TS-go™ & fore Rfes oie a9

) Fc YU B Urgde 3t B Teguiy foru fomr aféfthdre ot oA &1 19 IioA
D)  ®c 3R Us-Ufed & da HrgfheH &) ufby HA

In a PKI, an intermediate CA is used to:

(A) Reduce trust in the root CA

(B) Generate symmetric keys for end-users

(@)} Delegate certificate issuance without exposing the root CA's private key
(D) Encrypt communications between root and end-entity
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How do “fileless worms” maintain persistence in a system without writing files to disk?
(A) By sending emails with attachments

(B) By creating hidden files on C drive

(@)} By modifying registry entries only

(D) By exploiting OS memory-resident services and scheduled tasks
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An attacker uses micro-social engineering: brief daily low-risk asks to build trust over
months before a big request. Which insider-risk program element best detects this
slow-burn approach?

(A) Single-event anomaly detection only

(B) Longitudinal behavior analytics that detect gradual escalation in unusual requests
or privilege use over time

© Only monitor for extreme anomalous events

(D) Block all external communications
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Which element distinguishes APT lateral movement from ordinary malware
propagation?

(A) Spreading to any available host without targeting

(B) Infecting only external-facing servers

(@)} Encrypting all discovered files

(D) Targeting specific hosts, applications, or privileged accounts for strategic value
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Why is “dwell time” an important metric in APT detection?

(A) It measures how long malware files exist on disk

(B) It tracks time spent scanning for vulnerabilities

© It represents the duration an attacker remains undetected, which correlates with
potential data loss

(D) It measures CPU usage by malware
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In a DNS amplification DDoS, the amplification effect is primarily due to:
(A) Large UDP responses compared to small queries

(B) High number of infected hosts

© TCP three-way handshake

(D) HTTP GET requests

DI T SISI3NT 15U Aedd dSfagy & oy WY Y We ¢9d B TRAIC HdT 82
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Which DDoS type directly targets server state tables rather than network bandwidth?
(A) UDP flood

(B) SYN flood

© DNS reflection

(D) ICMP flood
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During threat modeling, why is DREAD considered less commonly used in modern
frameworks?

(A) Its categories are redundant with STRIDE

(B) DREAD cannot model insider threats

(@)} It does not include mitigation strategies

(D) Subjectivity in scoring can lead to inconsistent risk prioritization
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During threat modeling, pairing STRIDE with Data Flow Diagrams (DFDs) primarily
helps to:

(A) Automatically patch vulnerabilities

(B) Map potential threats to each system component and data flow

© Replace DREAD scoring

(D) Detect zero-day exploits
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In the DREAD model, the “R” factor primarily assesses:

(A) The potential reputational harm caused by a successful exploit

(B) How quickly systems can be restored after compromise

(@)} How reliably and consistently an attack can be repeated once it is known
(D) The expected financial loss if the vulnerability is exploited
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Which challenge is most common when integrating threat intelligence into automated
security controls?

(A) High latency in internet connections

(B) Inconsistent data formats and contextual information
© Excessive bandwidth usage

(D) Decreasing endpoint storage
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Which of the following best reflects a complete threat intelligence cycle?
(A) Gather, Analyze, Share, Respond

(B) Scan, Patch, Backup, Audit

© Encrypt, Decrypt, Archive, Delete

(D) Identify, Spoof, Exploit, Report
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After detecting an attack exploiting a zero-day vulnerability, the team must respond
without a vendor patch available. Which mitigation strategy is most effective?

(A) Apply network segmentation and implement compensating controls
(B) Reinstall all affected systems to remove malware
(@)} Disconnect systems entirely from production environment

(D) Wait for the vendor patch before acting
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Why is prioritizing incidents based on severity and impact essential?

(A) It prevents attackers from escalating privileges

(B) It removes the need for containment

(@)} It ensures limited resources are applied effectively
(D) It guarantees eradication success
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Which static technique is least effective against metamorphic malware?
(A) Hash-based detection

(B) Entropy analysis
(@)} Import table inspection
(D) Section entropy patterns
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Which static analysis approach helps identify polymorphic malware indirectly?
(A) Monitoring runtime system calls

(B) Structural analysis, entropy calculation, and unpacking routines

(@) Using MD5 hashes only

(D) Disabling antivirus
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During sandbox execution, malware repeatedly calls NtQuerySystemiInformation with
varying parameters but performs no visible actions. What is the likely purpose?

(A) Process enumeration for persistence

(B) Updating its hash signature

© File encryption

(D) Environment fingerprinting and sandbox detection
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Dynamic analysis shows the malware allocating heap memory, writing high-entropy
data, then marking it as executable before jumping to it. What behavior does this
most strongly indicate?

(A) Encrypted payload unpacking and execution

(B) Timing-based evasion during runtime delay loops
(@)} Process hollowing within a parent system binary
(D) Remote DLL injection into a benign process

MU VAT AR firerer @ St 3RFT & wiftg Tiens oia ) fourar & ok S5 Rk
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You encounter malware that obfuscates API calls via hashing and only resolves them
at runtime. Which approach is least effective?

(A) Running the binary in a debugger and hooking API resolution routines
(B) Capturing API addresses at runtime for annotation in disassembly
(@) Emulating the resolution function to map hashes to APl names
(D) Brute-force matching hashes without understanding the hash function
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AAPIS Foae Hdl o | 39 fRfAmR &1 FA F=R fFar s wfee?

(A) B Aqd TR TR I Bl HfHex B T TYHASOIR-SS SIEHCTH & FIRkY
(B) s dis Y[ & 91 96 REb

©  TSIogeac & 3% B g BRP

(D) .rsrcﬁ%’fﬁ—ﬁ@'ﬁ@ﬂ@w

A binary injects shellcode into another process using APC queues rather than
CreateRemoteThread. How should this behavior be captured?

(A) By monitoring API calls at the kernel level or via virtualization-based
instrumentation

(B) Only checking PE section names

© Comparing hashes of executables

(D) Searching for high-entropy data in .rsrc

AgaR & faw o9 @ aFle Ja9¥ SRRGR & S U SUId UsH Iad &l
SRS aGadT 82

(A) JaH Uerdt wh T

(B) Rt Rfew U 29et ST

(€ AerEH W Refled iy e udilens Tgd I T SR fsgeriad R fewoht s
(D) Uiz Jowe o1 A U+ Aell J sgaT

Which technique is most effective against malware that modifies its Import Address
Table dynamically?

(A) Section entropy scanning

(B) Static import table inspection only

(@)} Observing resolved API addresses at runtime and annotating disassembly
(D) Renaming PE sections arbitrarily

%ﬁaﬁ@ﬁﬁ&ﬁq@@aﬁwwgmaﬁtﬁqm JeITaferd) U @ e Bt
|

(A) Uigex RyAfed TR &1 goig I AARY HYwH Tl

(B) e aferse iR R TR & g X HeieH

) 1T P SIERT STIHTA FRA I Thpifes Haeist

(D) AT CTSHAIT BSelT H dlfoid TR

A TOCTOU (Time-of-Check to Time-of-Use) vulnerability is a specific type of:

(A) Memory corruption flaw due to pointer arithmetic errors

(B) Race condition between privilege validation and resource access
(@)} Cryptographic weakness from reusing nonces

(D) Logic error in session timeout handling
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Q47.
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efidiaeny oRit 3 SR aeRfafde & taawizesq & faarw $i9 @ ffeize
SFP T BH 3ERER 82

(A) BIRAH-9%8 TR & IOl BIsd [SFEPPR I HRAT

(B) Ui BISARREH TR (G, O_EXCL TeHT) BT STANT BT

() WP BRI Pl 378 BT

D)  UTY-S%S AR & Fold HUfaferc]-os TR dheld BT UGN HRAT

Which mitigation technique is LEAST effective against exploitation of race condition
vulnerabilities like TOCTOU?

(A) File descriptor passing instead of filename-based operations

(B) Using atomic filesystem operations (e.g., O_EXCL flag)

© Enabling stack canaries

(D) Employing capability-based access control instead of path-based checks

374 I B I1 Hewyg ok Wiz & 9 & Jay o gt-Tg! aa1dT 82

(A) R U Bl 3l TP Aesyz I AU ST A8, 3R SHHT Jeel Ht

(B) Hrewgg aeRfaferd! gy 9d1d €; Hiaig Meded H 3 <gU & WY 3¢y §did §
(C)  deRiae ¢ & fou ez & ue d Widis &l g1 fear mn g

D)  Uiesys HeR TSRS gRT Hidig ufkib e & are € fau S &

Which of the following accurately describes the relationship between CWE and CVE?

(A) Every CVE must map to exactly one CWE, and vice versa

(B) CWEs describe vulnerability types; CVEs describe specific instances of those types
in products

(@)} CVEs are deprecated in favor of CWEs for vulnerability tracking

(D) CWE numbers are assigned by MITRE only after CVE publication

38 | B 91 RATRE i sitavwal (R siiavuel! 81 &1 FARIS IS8T 872
(A) JIIRITZTS scanf() ITYC b ART Ahdl HaRH dRUT Pl HARISC BT
(B) fraRs-Trge TR W H gets() & RT I fHT MU S o W A1

Q) execve() B! UTY fhT U TAIRRAAC dNTT H VADIS Solde GRS
(D) SIS ¥0 ¥ Tdldbe fHU T IwmR i a138d H 3 fergdr e Herscl
B HRY BT

Which of the following scenarios is a classic example of a heap overflow (not stack
overflow)?

(A) Overwriting local function variables via oversized scanf() input

(B) Smashing saved EIP via gets() in a fixed-size char array

(@) Injecting shellcode into environment variables passed to execve()

(D) Corrupting malloc metadata by writing past bounds of dynamically allocated buffer

16 | 34

XWZX-HX-X-3-6-1225




Q49.

Q50.

Q51.
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TSP IH BT 3T W JfdT TR Y- TR -1 HT d1H IS § SN 1 AR Ft deit &
SITRT IYUNT 3l g1 P A dH-1h HaA TS ATH I3 H Heg Bl 82

(A)  TAIHRH TSt SR Iget Ued IR SRR 1o & fore &g i

(B) TR R AN qaRIET T

©) IR BIARREH WR B3d WRIHRMH TG

(D) WG I3M Y Ugd d1ZR1 BT A1 J&a-T

An attacker aims to exploit a use-after-free on a service that reuses freed memory
quickly. Which technique most aids exploitation?

(A) Heap grooming to influence allocation adjacency and reuse patterns
(B) Increasing log verbosity on the server

(@)} Changing file permissions on the server filesystem

(D) Renaming the binary before exploitation

TP MU 32-fdc dY Wies 1 ITANT HdT & Afp 64-fe anfheer R aaar g1 5y
PIET TR A I AP TR ead SAtoR avtal 811 P UG 82

(A)  9gd UIGT 3SR BIad QM BT

(B) f T BT WRIWBAR & printf BT IXAHTA HRAT

(@) Y3 T R TR IaHT

(D) feT afere=™ & e foht g 32-fae 3Ye & 3FSS 64-foc wrgw sifydfes o

A program uses 32-bit length fields but runs on a 64-bit architecture. Which coding
error most likely leads to an exploitable integer overflow?

(A) Including too many header files

(B) Using printf without formatting specifiers

(@)} Running the binary on a virtual machine

(D) Mixing signed 32-bit inputs into unsigned 64-bit size arithmetic without validation

U$ 9fd9 Ts APl foardl 8 o 8MeRs Sl & SKiiuasy &var 81 3R
sﬁ?ﬁﬁmﬁﬁmaﬁ@w% at {5 e Pt TeRfAfI! Tad Il 811 Pt HHTGHT 82
(A) W Picae § Suedt
(B) TR T3V qm@rRCE&rqﬁ&rquGrmT%

(©) AR s Wiaagss tds & Wkt Rifle @ ez
D)  SRTCTSORM SHR I Bd B Sl §

A service exposes an API that deserializes untrusted data. Which class of vulnerability
is most likely if deserialization is unsafe?

(A) Reentrancy in smart contracts

(B) Buffer size increases automatically prevent RCE

(@)} Remote code execution via maliciously crafted serialized payloads
(D) Serialization always fails gracefully
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Q53.
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IR I & SR, P A ab-11d6 TRIE ANAZARM & SEYUUH T ATITSTH
! foR for famT geea ) A @ it @2

(A) JSIORC + AZEHIS ST [SCaRM BT YN BB ffuf P ATY F-TIRIT

(B) crt.sh%ﬁm%m@?ﬁ)ﬂﬁ?ﬁﬁm

(©) Jidfes SITTTy Tk & RIATH A TRIHR HRAT

(D) TS vhost M TR TASIET g8 Reve HoT

During passive reconnaissance, which technique allows enumeration of subdomains
without triggering target organization’s WAF or IDS?

(A) Brute-forcing with ffuf using wordlist + wildcard DNS detection
(B) Querying Certificate Transparency (CT) logs via crt.sh
(@)} Performing zone transfers against authoritative DNS servers

(D) Sending HTTP HEAD requests to guessed vhost names

Nmap #, F9 3R HRIAHS 811 & ATHA H -sS (SYN T) 3R -sT (TCP T W) &

I T R 3R 3?

(A) -sS ¢fiHT § QfthT Wepd BRRATd & STUT &Rl §; -sT a9l § i TR gRIT
T foba SfraT @

(B) -sS UDP fdq T Ul I8! @7 IehdlT; -sT TCP 3R UDP GIHI UIE &1 Ib HR Tahell §

(@) -sT RST-o%S WIARAT fad! § 941 8; -sS WAF & SYN-ACK AT &) foTR avar 8

(D) -sS @I ¢ MIfgas @1 T it | 3R Tg A Ydhe VOIdT §; -sT OS Fldhe AP oI
XA BT § 3R fo1 TfIas & w1 a1 |

In Nmap, what is the functional difference between -sS (SYN scan) and -sT (TCP
connect scan) in terms of evasion and reliability?

(A) -sS is slower but bypasses stateful firewalls; -sT is faster but logged
byapplications

(B) -sS cannot detect UDP services; -sT can scan both TCP and UDP ports

(@)} -sT evades RST-based firewall rules; -sS triggers SYN-ACK logging in WAFs

(D) -sS requires root privileges and sends raw packets; -sT uses OS socket API and

works unprivileged

Rt tqwise ARG § Roow fde & o Ww UTds @9,

windows/meterpreter/reverse_tcp) ST HA BT HETT TH T %?

A) TSI WoR Bl BT g, off 1sw forfie 3k $© udl ggRfes &t argury o |
Teg il

(B) d RN Sl TU ¥ g WOl & SI3TAIS Bl UHY Hd &

© I o [l Aead FAfaefadt & IThNT fohaT off Wbl §

D) 3 URIeRH % IR 30F 3y Dfdas sgrea §

What is the primary advantage of using staged payloads (e.g.,
windows/meterpreter/reverse_tcp) instead of stageless payloads in restricted exploit
scenarios?

(A) The initial stager is small, helping bypass size limits and some AV heuristics
(B) They always encrypt the second stage download by default
(@)} They can be used without any network connectivity
(D) They automatically escalate privileges during execution
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Q56.

Q57.
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Wﬁqﬁﬁn@wﬁ"ﬁwﬁaa%ﬁ%ﬁm" 3R “po fEaeor” d |1 3R
B ReiRe iR % R Rk 51 G o o & B iR 3 R e
(B) FifRred fSwaoR ST dR IR TR 3 %Wm%%uﬂé’r

(@) %W%WWWHWWMW FreifRyad 33 & UR &1 90T Sl

D)  d SR & i R J ugd I el ot sRedt &; Reif=yea & fere =&

What distinguishes “responsible disclosure” from “full disclosure” in vulnerability
reporting ethics?

(A) Responsible disclosure requires payment to the researcher; full disclosure does not

(B) Responsible disclosure is legally binding; full disclosure is not

© Full disclosure mandates immediate public release; responsible allows vendor
remediation time

(D) Full disclosure requires government pre-approval; responsible does not

Pt T ATSoRM $1 devTse W URe & ¥ “geRfafed! fswamer uifersdt (@<Sidh~

BT Y& HH 1 3?

(A) e P 31cae B & fog &1 a1t Rated &1 faqmos o=
(B) sy 3 it R Bt 3 e S aR W et 7 S

) Ui ens SITauy SReRd 6.2 BT GTe Rl
(D) et RUidy & g sifRTgss o9d 3R AW grek 4T

What is the primary function of a “Vulnerability Disclosure Policy (VDP)” posted on
an organization’s website?

(A) To advertise bug bounty rewards to attract researchers

(B) To legally waive liability for all future security flaws

© To comply with PCI DSS requirement 6.2

(D) To establish authorized channels and safe harbor for external reporters

geRfaferd) frai-g # “RAfguem- o “fafeiwe & wm sidav 82
(A) RATSTIH o & TH Bl 8: fenw= e aoig &l S ft fo71 SRR &l &7

PRAT R

(B) ﬁ%ﬁgﬁ%%@qﬁsﬁqqmqﬁwmq@?ﬂ%ﬁﬁmﬁwﬁﬁuﬁfww
Bl

©  RAfseH aRd g 8 fafeies maHe gar?

D) ez st #d & RAfsuey semR wa §

What distinguishes “remediation” from “mitigation” in vulnerability response?

(A) Remediation eliminates the flaw; mitigation reduces impact without fixing root
cause
(B) Mitigation requires code changes; remediation uses firewall rules
© Remediation is temporary; mitigation is permanent
(D) Mitigation is performed by vendors; remediation by customers
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Q58. ﬁgw%?ﬁwaﬁmﬁmm@mﬁamﬂ%@ﬁwmwﬁm
qeTdT 37
@A) R ard W e o & Yy Tt 500 e BT
(B) FaTSe B f@ o1 IR-U5e R T TR fSced A =1
(@) T WferR & fod Sexel AU fHT T “E1001” S SAR® TR HIS BT ITART H3AT
D)  Rth TIE e & AU WA afere=M TR & W1y TEcierdt 400 e &=

Which error handling approach MOST increases risk of information leakage in
production APIs?
(A) Returning HTTP 500 with stack trace in response body

(B) Logging full exception details server-side without exposing them to client
(@)} Using generic error codes like "E1001” mapped internally to specific failures
(D) Returning HTTP 400 with schema validation errors only for malformed input

Q59. UP STAUAC 1 /\<script.*?\>/gi S IR SABTE BT SUANT HIP JUIAT XSS
AP Bl 8, Afp Grgcfone ar] Tl Hdl g1 570 A DI AT TWIPT 30 d¥IP Bl g1
PUSRI DI TTY 3D A TATdT 82
(A) KPR ThISS IT hiHCS Udls & fig o1 Tl 8, Forgd sI5urg §) 9ol &
(B)  SIBfoRe grs-dlegd ey & 37qe g & fivr R Yavd! ¢, o ey smam

B ST 8
©) m&ﬂaﬁﬁmmﬁqasﬁ?wsm?ﬂ@ﬁwﬂﬁmaﬁmw
(D)  SidfoRe ST3SR TR &1 Bt W ARk vt § iR Rtk o1-ugem ¥R1e 37qe
) TpY B gl &

A development team blocks potential XSS by using a regex blacklist such as
/\<script.*?\>/gi but does not implement a whitelist. Which of the following best
describes the core weakness of this approach?

(A) Blacklists can miss encoded or fragmented payloads, allowing bypasses

(B) Blacklists can slow down input handling in high-volume systems, making DoS
easier

(@)} Blacklists may unintentionally block legitimate markup like HTML comments and
style tags

(D) Blacklists depend on browser parsing quirks and may encrypt only known bad
inputs
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Rk SIf$T & #19 A feea gad Y AF -3 ToRM ed (Udls Ted TR
HRA1, 916 H T HT) B Al 32

(A) Ryth R fory T a1 ! feard a1 Ui axd 98y A HRAl

(B) Ryt T & 9T ST Bt AT Bl dferec HAT

©  ViSoRH ¥ gare TR S A dT

D) RS Y UG gk $TYC b THSIS 5 B JUUNT HRAl

In secure coding, which practice most directly prevents second-order injection attacks
(payload stored first, executed later)?

(A) Sanitizing only when displaying or using stored data
(B) Validating data length at entry only
(@)} Enabling verbose error messages in production

(D) Using MD5 hashes of user input before storage

Affea HsRraca o) 50 31 art Wiviee F, B 91 AARY g adier RieaR Sifsw

fiRIueT & ATy oA TSI 3(eTS 82
(A) gqgmmwwmmmwﬁwﬁwﬁwaﬁwﬁﬁﬂw
(B) 2fePpee AR AR Thaeng &1 STINT BT Sl STIANT & ¢ Wikl 9%y HId o

(©) Ho R B ThY BT dfh (SIH®RM ST &! Wied aNTae H Ra-T
(D) RS ugdt B P forw HeRae &) w3 B H BT BT

In a project handling sensitive credentials, which memory handling approach is most
aligned with secure coding principles?

(A) Storing credentials in plain arrays and letting the OS reclaim memory on process
exit

(B) Using dedicated secure memory APIs that zero buffers after use and resist
swapping

(@)} Encrypting credentials but keeping decryption keys in global variables

(D) Copying credentials into multiple buffers to ensure redundancy

w-m-gmmﬁﬁﬁﬁ%mﬁqmﬁﬁﬁmmﬁqﬁmw

YT Bl 87

(A) TAIHRA B HH HRA o [T GHRM Wi fhT T Gigey o1 GIaRT SUART H
(B) it U 78S P Wfews Twd § gadt

Q) I HRA & qd dIG UIScy Bl ARTDIS B 3R SIAIBRA Bl Heargel HY
D) SR & forg w fobw 7w uided & i & it dY

Which memory practice best complements code reviews to prevent use-after-free
vulnerabilities?

(A) Always reuse freed pointers to minimize allocations
(B) Replace all heap usage with static buffers
(@)} Immediately nullify pointers after freeing and centralize deallocation

(D) Copy freed pointers into logs for debugging
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TP 1 31 gET & P SUA A tadiva ) A Rt & a1 ok Riue & fear
g1 B A ey 59 2@ ) 999 Y IR R Fifad Bl 82

(A) e Rl & 9T U SiiciAes SIuuydl W SieT

(B) STAUY O U et HIfST uiferet U g HamT

() Ugd 98 92 & §1¢ U X B oeRd

(D) DS Hie P SR TIULHS! TAMT 3R T I Ugd Tcitoll Bl ST

A team claims it has “shifted security left” in its SDLC. Which practice most directly
proves that claim?

(A) Adding an automated DAST scan at production release time

(B) Having developers sign a secure coding policy

(@)} Requiring pen tests after the first major version

(D) Running SAST during code commits and addressing findings before merge

gﬁ?wﬁgﬁﬁ%wﬁ,ﬁﬁﬁﬁﬂmwwﬁﬁﬁqwﬁﬁmwm

3T BT 87

(A) THULHE! SH-UgaH 39YC & Y HIS IATH HHeNA! P Udl Il g, S
ST Bie Bl Rfehdl o Pl g

(B) TIUTHS DS P AT TAT TS HRdl 8, Taidh ST Id I8 URIpT Bl
EIRE AR _

©  THUH Ryt IersH BIfRpTRYA &1 Bl ¢ Ybdl 8, Safe Sugwc! Tef

(D) TIUTHC! 3 3177 HHWINGT B Sib Bl g, Siaid SIeuye! T8t

In the Secure SDLC context, which of the following best differentiates SAST from
DAST?

(A) SAST finds vulnerabilities by executing the code with known inputs, while DAST
inspects code statically

(B) SAST analyzes code without running it, while DAST tests the running application
from the outside

(@)} SAST can only find runtime configuration flaws, while DAST can't

(D) SAST automatically remediates vulnerabilities, while DAST doesn't

W;@mmwwa?wﬁﬁwﬁm%@mﬁr&rﬁaaﬁmm
W 8?2

W Refdes TRpRE (T3TE-256)

B) BN HARM (QHIIT-3) L

€  3IIOR hraexigolRH 3R fSupie dMien Uised (SRUYT, 33

(D) D1 SR TR (TIbhSITh)

Which cryptographic primitive is MOST threatened by Shor’s algorithm on a
sufficiently large quantum computer?

(A) Symmetric encryption (AES-256)

(B) Hash functions (SHA-3)

© Integer factorization and discrete logarithm problems (RSA, ECC)

(D) Key derivation functions (HKDF)
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Q68.

3 Cyber Security R and D

DI I TS Tdl-Ridae s diwpdl vanifien ittt arE-sgvea afew o wié daed
B Wi &1 gred W) R =i 82

A) DIS-STE (AP HhTI)

(8) %‘ﬂé@(ﬁr@l@m@@w

) Afeg-s ((Peed-PER, %’i%ffauﬂ)

(D)  AIARTC-BIgied (4

Which NIST-selected PQC algorithm family relies on the hardness of finding short
vectors in high-dimensional lattices?

(A) Code-based (Classic McEliece)

(B) Hash-based (SPHINCS+)

© Lattice-based (CRYSTALS-Kyber, Dilithium)

(D) Multivariate-quadratic (Rainbow)

Aie ufterhe=a # siRft & forw 599 A +19 I1 3 AT 82
(A) Rfesw swr & fomr sst 0 & Ser ufpy &

(B) TGS W & T 32w P AT

(@) SAlHa B g% HaRH I 1 a8 I ggaH

D)  feforea RirR, Rk @ tegeis, 3R duaey eexie

Which of the following is a common use case for ECC in modern applications?

(A) Encrypting large volumes of data without symmetric ciphers
(B) Preventing timing attacks in password storage
(@)} Replacing hash functions in blockchain entirely
(D) Digital signatures, secure key exchange, and TLS handshakes

gm%mmmmﬂmwﬂqmmﬁmmwm

(A) I B P {1 W fed ufsdTs/ugae & R

(B) B IYH & U SHARE &t TR ST @HHRd SUISIUa)

() fewiiafic & gAY T IR dict s RS TS P BT SUANT Bl
(D) URA Y TASts SR & 91y e

When using ECC for key exchange, which property ensures forward secrecy?

(A) Static public/private key pairs without session keys
(B) Generating ephemeral key pairs for each session (ephemeral ECDH)
(@)} Using fixed shared keys distributed once at deployment

(D) Combining ECC with MD5 hashing
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S0 9 DI AT AP d-T | BIf-YRIRe e 3% WaRI $I Tg! &1 T TaTdT 82
(A) T8 U Bl g [ DIs U Gl STT-31eNT SAYC U ol 6% HT3TYC A ¢
B) T8RS A1 ¢ i gt seifep Uep &) wHg W AiEH fhy oy

(O IS Bl CIoIoRM Bl s sl B 6@ aal §

D) U8 Ud RARH P T ITUNT S sclldhd Scl Pl Uehy Hdl §

Which of the following correctly describes a collision-resistant hash function in
blockchain?

(A) It ensures no two distinct inputs produce the same hash output
(B) It guarantees that all blocks are mined at the same time

(@)} It allows the same transaction to appear in multiple blocks

(D) It encrypts the blockchain data using a symmetric key

WP Aead | d5e FaTEe P R 7hd ¢} &1 Bragl &1 a1 RARG i@ 82
(A) THd ¢t 3UA 3T TTolaRH dee B U=hY d g |

(B) ST AHd ¢ BT IUTNT B doll I sl AIZH B Thd g

©) AT Hohdl ¢ BT SUIN HReh HTST & sl PT STHM T b ¢ |

(D) UH HIESd dide T b SI3ars [T fomT gioiaR™ &1 aRWTs R Jhdl |

Which scenario demonstrates the advantage of Merkle trees for light clients in a
blockchain network?

(A) Merkle trees automatically encrypt transaction contents.

(B) Nodes can mine blocks faster using Merkle trees.

© Miners can predict future blocks using the Merkle root.

(D) A mobile wallet can verify a transaction without downloading the full blockchain

mmﬁmmmm—qﬁmmmmm R 9rd
WP H, A5 3R AW 1T IWd g 7 AR Ty &t ” elave o & forg
W#Wmﬁmaﬁmaﬁg

In a permissioned blockchain using Practical Byzantine Fault Tolerance (PBFT), what
is the minimum number of total nodes required to tolerate 7 malicious nodes while
maintaining liveness and safety?

(A) 14
(B) 15
©) 21
(D) 22
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$TH | B AT YF-3HH-X P RIeH | “AT-T-39 3eh” Bl Jad 3 A Ia1d7 82

A)  Th 3edR R R &l R § IRige v & g 2R R ¥e R dar 3

(B) g&%ﬁg@ﬁﬁﬁ@?&ﬁmwmﬁmﬁwm
CEIn

(@) U dfersex 9y & §gd 311 & sildh WU &dl §
D)  TH IS 1T Y RA AuRic J Rid prar g

Which of the following best describes “long-range attack” in Proof-of-Stake systems?

(A) An attacker rents hashing power to rewrite recent history

(B) An attacker uses old private keys from long ago to build an alternative chain from
genesis

(@)} A validator proposes blocks too far ahead in time

(D) A node syncs from a snapshot older than 1 year

qw-31h-ad (Nessy) $t go-T H Yb-3ih-R o ((enve) @1 &1 o w182
(A) g WIHTd® ¥4 § Igd Tl [ooiel! Bt @Ud Bl §

(B) Ig sAlha o ol ATHTS &1 3T §

€ UG ThoieRM Pl aferge 8T R bl

(D) 3R B UICRIUCH & U WIEIR Wl i df SUY ACATSIRM 81 Tl §

Which is a key drawback of Proof-of-Stake (PoS) compared to Proof-of-Work (PoW)?

(A) It inherently consumes excessive electricity

(B) It makes blockchain immutability impossible

© It cannot validate transactions

(D) It may lead to centralization if a few participants hold the majority of stakes

DI W TERIATIE 99 ATl 8 9 Bivede BT AloIP g8 U ddT ¢ 1% Hielel Tire=E
T EH A U5d TR a Bie §-TeR el 8 wovell, Fored e R g 82

(A) $CIUN 3‘ISQLI'Q’II

® g

© TR SR

(D) The -

Which vulnerability arises when a contract’s logic assumes that external calls cannot
re-enter before the current execution completes, leading to state inconsistencies?
(A) Integer underflow

(B) Reentrancy
(@)} Access control bypass
(D) Front-running
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ifarsdt ¥ “Aeplstede(Ugy)” WaRM &1 Tad SUART g1 IR 59 v &1 Rigaiivdd
e amar 82

A 9 AR BierR

(B) S @ fo1 gorerd fHfeT

(©  SEYCIIC! BT JHAM SR HUIAd ths At

(D) Terscl didol

The “selfdestruct(address)” function in Solidity introduces which class of security risk
if misused?

(A) Gas optimization failure
(B) Unauthorized minting of tokens
(@)} Loss of immutability and potential fund locking

(D) Metadata leakage
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What vulnerability is introduced when a contract uses delegatecall to execute logic
from an untrusted or upgradable library?

(A) Reentrancy

(B) ABI encoding mismatch

(@)} Gas griefing

(D) Storage collision / unintended state mutation
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In decentralized identity (DID) systems compliant with W3C standards, what role does
the “DID Document” serve?

(A) Stores biometric data for user authentication

(B) Maps a DID to cryptographic keys, service endpoints, and verification methods
(@)} Acts as a global registry of all issued credentials

(D) Enforces GDPR-compliant data deletion requests
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Which threat does “Sybil-resistant decentralized identifiers” specifically aim to
prevent in enterprise SSO systems?
(A) Credential stuffing

(B) Cross-site scripting in login portals
© Man-in-the-middle during TLS handshake
(D) Creation of unlimited fake identities to overwhelm authentication servers
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What is the fundamental limitation of using public blockchains (like Ethereum) for
storing raw sensitive supply chain data?

(A) Block size limits prevent large datasets

(B) Smart contract execution is too slow

(@)} Publicly visible data violates confidentiality and regulatory compliance
(D) Lack of support for loT device signatures
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What is the main advantage of using a “chameleon hash” in blockchain-based audit
logs for regulated industries?

(A) Allows regulators to redact sensitive entries without breaking chain integrity
(B) Speeds up block propagation
(@)} Enables quantum-resistant signatures

(D) Compresses storage by 90%
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In supervised ML-based malware detection, why is “concept drift” a critical challenge?

(A) Malware authors stop using encryption

(B) Feature distributions change over time as attackers evolve tactics, reducing model
accuracy

(@)} Training datasets become too large to store

(D) GPUs overheat during inference
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Which technique is used to explain black-box ML model decisions in SOC alert triage
workflows?

(A) Gradient descent tuning

(B) SHAP (SHapley Additive exPlanations) or LIME
© Dropout regularization

(D) Batch normalization
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In federated learning for enterprise endpoint threat detection, what is the main
privacy-preserving advantage?

(A) Models never see raw user data — only parameter updates are aggregated
centrally
(B) All endpoints use identical hardware
(@)} Training occurs only on weekends
(D) Data is stored in blockchain
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In an Al-driven SIEM platform, what is the primary purpose of “temporal correlation
graphs”?

(A) To visualize CPU usage over time

(B) To auto-generate firewall rules

(@)} To compress log data for cheaper storage

(D) To link low-severity alerts across time and entities into high-fidelity attack
campaigns
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In an AI-NIDS, what is the consequence of using “accuracy” as the primary metric in
highly imbalanced network traffic (99.99% benign)?

(A) Model appears highly accurate but misses nearly all attacks
(B) Latency drops to zero

© Switches auto-reboot every hour

(D) TLS 1.3 becomes insecure
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Why do stateful LSTM-based NIDS outperform stateless ML models in detecting slow-
and-low attacks?

(A) They disable IPv6

(B) They require more RAM

(@)} LSTMs remember connection history and session context across packets/flows

(D) They auto-block all UDP traffic
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Why is “edge deployment” of lightweight ML models critical in loT-focused AI-NIDS?
(A) Cloud APIs charge per request

(B) Latency constraints and bandwidth limitations require local inference without
round tripping to cloud
© loT devices love Docker containers

(D) MQTT protocol requires ML weights to be integers
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Which defense explicitly modifies input data at inference time to remove potential
adversarial perturbations?

(A) Feature squeezing

(B) Weight decay

(@)} Learning rate scheduling
(D) Cross-validation
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What risk arises if an autonomous vehicle’s object detector is vulnerable to “physical-
world adversarial patches”?

(A) Tires rotate faster
(B) GPS signals become stronger
(@)} Stop signs with stickers are misclassified as speed limit signs — causing dangerous

driving decisions
(D) Windshield wipers activate randomly
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In adversarial machine learning, which attack specifically exploits exposed confidence
scores from black-box APIs to reconstruct a surrogate model that approximates the
target model’s decision boundary?

(A) Boundary attack

(B) Membership inference

(@)} Model extraction

(D) Gradient vanishing
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Which technique provides the strongest protection against membership inference
attacks without significantly degrading model utility?

(A) Using ReLU instead of sigmoid activations

(B) Increasing model depth by 50 layers

(@)} Adding Laplace noise to predictions via differential privacy (DP) with tight € budget
(D) Training for 10,000 extra epochs
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An attacker queries a machine learning model repeatedly and uses outputs to infer
whether a specific record exists in the training set. Which type of attack is this?

(A) Gradient leakage attack

(B) Model inversion attack

(@)} Backdoor trigger activation
(D) Membership inference attack
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During training, an attacker inserts a trigger into a few samples so the model
misbehaves only when that trigger appears. Which technique can most help uncover
such backdoor poisoning before deployment?

(A) Spectral signature analysis of feature activations
(B) Shuffling the dataset at each epoch

(@)} Compressing the trained model with quantization
(D) Using dropout during inference
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Which transparency gap most often arises when models rely on high-dimensional
latent features not interpretable by humans?

(A) “Cryptographic opacity,” where model weights are encrypted

(B) “Algorithmic bias,” where training data is skewed

(@)} "Hardware opacity,” where GPU pipelines are non-transparent

(D) “Semantic opacity,” where input-output mappings can't be linked to

understandable concepts
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In post-hoc explanation tools like LIME or SHAP, which limitation most threatens their
reliability for regulatory compliance?
(A) They only run on CPUs and not GPUs

(B) Explanations are approximations that may differ from true model logic under
distribution shifts
© They require model retraining for each explanation

(D) They increase model latency during deployment by a fixed 500 ms
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In the context of algorithmic accountability, which term refers to the obligation of an
organization to justify its Al system’s decisions when those decisions adversely affect
individuals?

(A) Algorithmic Fairness

(B) Post-hoc Justifiability

© Normative Accountability

(D) Explanatory Gap Closure
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In adversarial machine learning, “bias amplification under attack” refers to:

(A) Attackers injecting biased samples to degrade model fairness

(B) Defensive mechanisms unintentionally increasing disparity in false positive rates
across groups during evasion attacks

(@)} Models becoming more accurate for majority groups when retrained after
poisoning

(D) Fairness constraints reducing robustness, making models easier to fool

“RIFNRE-BuA TS3TE” g1 A UdT IedT ¢ fob:

A) IR AST A H WIS &I & o HH A9Gd Bid &

B) e HRARY WISl SRAH a1 ATeld H Aisd &I Yeldhdl &l & Hdl §

(©) e:Hcﬂé% RICTH AISd B AvEd S I UI: SHAMh® I § WREBET § 3R T¢
SITdl

D)  UHwHfSfd ed Wt HHSREl ad § e gHaaR Brel 381 ¥dd o

The “security-fairness tradeoff” phenomenon suggests that:

(A) Fair models are inherently less robust to adversarial examples

(B) Regulatory compliance reduces model accuracy in high-risk environments

(@)} Hardening models against attacks often exacerbates performance disparities
across demographic groups

(D) Explainability tools introduce vulnerabilities exploitable by attackers
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When training a facial recognition system for border control, using geographically
skewed training data leads primarily to which type of bias?
(A) Label Choice Bias

(B) Aggregation Bias

© Representation Bias
(D) Measurement Bias
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Which evaluation protocol is essential for auditing bias in real-time network intrusion
detection systems?

(A) Static holdout testing

(B) Counterfactual fairness stress-testing

© K-fold cross-validation with stratified sampling

(D) Continuous fairness monitoring with sliding window parity checks
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